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Abstract. Cybersecurity is an emerging profession. It is far too vast and 
complex to be a specialty area of one of the electronic disciplines. Instead it is 
a fully defined discipline in-and-of itself. The National Institute for Standards 
and Technology (NIST), National Initiative for Cybersecurity Education (NICE) 
represents a body of knowledge for this new field and in that respect it defines 
the concepts and practices that are legitimate areas of professional work and 
workforce education and training. The rationale and the detailed structure of 
this groundbreaking model are presented here along with how it fits with 
substantive efforts to ensure the U.S. critical infrastructure. 

The issues associated with cybersecurity can be dated to the advent 
of the commercial internet. Thus, the entire profession has a less 
than twenty year lifespan. In that time cybercrime, cyberespionage, 
and even cyberwarfare have become future visions with realworld 
consequences. Yet, even with its newfound national prominence, 
there is still a lot of disagreement about what legitimately constitutes 
the right set of actions to prevent harmful, or adversarial actions. 
That disagreement was captured in a 2013 report sponsored by the 
National Academy of the Sciences (Bishop & Burley, 2013). 

The report asserts that cybersecurity is at best ill-defined, and 
that it is subject to a range of interpretation by numerous special 
interest groups. Since there has been heretofore no clear defini
tion of the field the profession and the actual protection of compu
ters and information tends to be characterized by a long track 
record of hit-and-miss failures. 

The confusion about what constitutes the proper elements of 
the field originates in the fact that the profession of cybersecur
ity could potentially comprise concepts from a number of dis
ciplines. Some content from all of these disciplines might 
reasonably fall within legitimate boundaries. That includes 
such diverse areas as: 
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• Business management-which contributes concepts like security 
policy and 1)rocedure, continuity planning, personnel 
management, contract and regulatory compliance to the cause. 

• The traditional technical studies of computer security, such as 
computer science, contribute knowledge about ways to 
safeguard the processing of information in its electronic form. 

• Knowledge from the field of networking adds essential 
recommendations about how to safeguard the electronic 
transmission and storage of information. 

• Software engineering adds the necessary system and software 
assurance considerations like testing and reviews, 
configuration management, and lifecycle process management. 

• Law and law enforcement contribute important ideas about such 
topics as intellectual property rights and copyright protection, 
privacy legislation, oyberlaw and cyberlitigation, and the 
investigation and prosecution of computer crimes. 

• Behavioral studies address essential human factors like 
discipline, motivation, training, and certification of knowledge. 

• Even the field of ethics, with its consideration of the personal 
and societal implications of information, as well as codes of 
conduct, contributes something to the discussion. 

All of these areas could potentially bring something to the overall 
aim of information protection. As such, it would seem logical to 
incorporate the principles and methods from each area into the 
total body of best practice for cybersecurity. Nonetheless, at this 
point there is still discussion about where the line ought to be 
drawn, or where the focus within those boundaries ought to be. 

In light of that discussion the National Institute of Standards 
and Technology (NIST) and the Department of Homeland Security 
(DHS) have created the National Initiative for Cybersecurity 
Education (NICE) Framework (2.0). The NICE framework was 
created by NIST to delineate the complete spectrum of task, knowl
edge, skill, and ability (KSA) requirements for the cybersecurity 
workforce, as well as provide a common taxonomy and lexicon by 
which to classify and categorize oybersecurity workers (NIST, 
2014). 

The framework is a major national initiative, which is very 
ambitious in scope. Its elements are intended to communicate a 
global picture of oyberseourity work, as well as provide a detailed 
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explication of "how" the relevant aspects of the seven general 
competency areas of the profession can be combined to ensure 
suitable performance of that work. In addition, the NICE 
Framework can be easily joined with the purpose and intent of 
another important NIST model, which is the Cybersecurity 
Framework (CSF). 

In that respect the tasks specified in the NICE Model can be 
factored into the functions specified in the CSF. Or in even more 
practical terms the NICE Model will specify what the particular 
Specialty Area of the workforce should be doing in order to ensure 
that the CSF's identification, protection, defense, response, or 
recovery function are being carried out properly. The association 
between these two highly influential models will be maintained in 
the discussion of each of the Knowledge Areas. 

The attendant knowledge, skill, and ability specifications for 
that Specialty Area offer elaboration and clarification of the requi
site competencies and the actions to be taken to perform the task. 
Using these two large-scale frameworks it is possible to construct 
a detailed picture of the proper organization and conduct of a 
strategic infrastructure security operation. And in that respect 
these two frameworks provide the detailed explication of the dis
cipline of cybersecurity as a whole. Thus, as a combination these 
two models can serve as an explicit definition of the field of 
cybersecurity. 

WHY THE NICE INITIATIVE IS SO IMPORTANT 
The massive scope of the NICE endeavor and the time and effort 
expended in developing the framework makes NICE the first com
plete and fully sanctioned definition of the field of cybersecurity. 
Up to this point any delineation of this emerging field has been 
shaped by the background, interests, and biases of the people who 
are providing the description and therefore cannot be considered 
authoritative. NICE embodies a carefully researched, all
encompassing presentation of every one of the elements of the 
profession of cybersecurity. And so, in effect, a full understanding 
of NICE represents complete mastery of the body of knowledge of 
the field. 

The NICE framework is generally considered to be authoritative 
due to the fact that it was prepared through a three-year, highly 
rigorous process spearheaded by NIST. As a result, NICE "offi
cially" specifies the contents of the field. The ability to put the 
general shape of the cybersecurity profession into perspective as 
well as understand all of its elements is a critical requirement for 
any professional situation, or instructional function that purports 
to be based on the elements of cybersecurity. 

The level of detail provided for each of the specialty areas in 
NICE make it possible to structure either a single organizational 
activity, or an entire educational experience based on concrete 
and officially sanctioned descriptions of knowledge, skill, and 
ability competencies. Thus, using the framework, managers and 
educators can be brought to a common understanding of what is 
required to suitably perform cybersecurity work. 

E C P A C S 
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JUSTIFICATION FOR THE NICE APPROACH 
The framework is by necessity vast in concept and therefore the 
top level approach that we use in this book is crosscutting. Our 
aim is to convey the complete contents of the field. In effect what 
we are presenting here is an overview explication of the frame
work, its concepts, the underlying relationships between the 
areas, and the general content of those areas. In essence the 
purpose of the book would be to explain WHAT is in the framework 
and how it relates to the requisite functions in the CSF. 

The general goal of the model is to provide comprehensive sup
port for a strategic view of the profession. Practically, the NICE 
model can serve as a roadmap of sorts. The knowledge and speci
alty area serve as the necessary guide to the requirements for 
cybersecurity. The user can then drill down to whatever level of 
specificity they desire using an iterative process. 

NICE is authoritative, both in job definition and also in terms of 
defining the work to be done for a particular organizational use. In 
essence the NICE model provides a comprehensive roadmap that 
will allow a person to understand the application and uses of the 
tasks and KSAs specified for each workforce role. This also holds 
true for applications of the NICE model in education and training 
situations. 

COMBINING EFFORT WITH INTENT IN ORDER TO GET 
A COMPLETE SOLUTION 
It goes without saying that, in order for a defense to be effective, 
all of the requisite countermeasures have to be in place and prop
erly synchronized. This might seem like a self-evident statement, 
but the fact is that the typical cybersecurity solution will most 
likely only embody those measures that fall within the specific 
area of interest and expertise of the people responsible for the 
approach. 

Accordingly, the approach itself is likely to include only those 
countermeasures that the designers feel are necessary to secure 
their particular area of responsibility. For instance, if the security 
of systems and information is seen as a responsibility of the net
work security people, they are likely to install a firewall and 
electronic intrusion detection system (IDS). But electronic coun
termeasures alone will not protect a company from an authorized 
insider. So a company that relies only on a firewall and IDS solu
tion would be vulnerable to insider theft. 

Moreover, a defense that only reflects the focus and interests of 
a single field will almost certainly have exploitable holes in it. This 
can be a fatal flaw for any business because any competent 
attacker will simply scout around for the holes that they know 
must exist. That is why it is important to involve all of the fields 
necessary for assurance of that security in the design process, 
including electronic, personnel, and physical elements. Obviously, 
if a number of disparate fields are involved it is important to also 
ensure that the right disciplines are en.gaged in the overall process 
by which cybersecurity is both implemented and overseen. 

Full involvement of all stakeholders is a. very important con
sideration because of the requirement that no gaps can exist in the 
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defense . For instance, IT installs technical countermeasures but it 
rarely has the responsibility to deploy accompanying physical 
security controls. Further, while the physical security team 
might deploy a complete set of physical protection measures, 
those are rarely coordinated to work in conjunction with the elec
tronic measures utilized by IT to control external user access to 
their systems. 

In fact, in most organizations physical and electronic security 
involves two entirely separate and independent areas of the com
pany. As a result, gaps in the defense are likely to be created 
simply because the electronic and physical access control mea
sures are not properly deployed, overseen, and maintained. 

Ensuring effective alignment between the countermeasures 
that have been developed by the various security specialties 
might be difficult . But, to make matters even worse, most systems 
and instances of information exist simultaneously in more than 
one form. For example, customer sales information can be 
recorded electronically, but the same information can also be 
written down in a sales book, or just remembered. Therefore, the 
only way to ensure adequate security is to identify both the criti
cal items of information, as well as all of the places where that 
information might conceivably be processed and kept. 

Finally, any workable solution has to be practical. That is, the 
overall array of protection measures has to operate within a well
defined and economically feasible management infrastructure. 
This requirement embodies Baltzer and Schroeder principle num
ber one, economy of mechanism (1974) . That infrastructure 
should reflect the assurance needs of the business as well as its 
business requirements . And the controls themselves must prova
bly address the known threats they are designed to target. 

Finally the security scheme itself should be assured to be trust
worthy over time. The latter condition just ensures that the pro
tection evolves as the asset base and the threat environment 
evolve. This is an absolutely necessary consideration because the 
outrageous evolution of the technology is one of the primary 
causes of disjointed and therefore easily exploitable security 
approaches. 

CYBERSECURITY FINDING THE RIGHT SET OF 
ACTIVITIES 
Cybersecurity, as a basic condition and requirement, is far too 
broad a concept to be a simple technological concern. Therefore, 
the cybersecurity process has to be founded on, and sustained by, 
a well-defined and formally structured organization-wide govern
ance process. The goal of that process is to develop and integrate 
every requisite technology and management control into a global 
and sustainable organization-wide system, which is able to meet 
the assurance needs of each specific threat. 

The role of cybersecurity is to ensure that all of the system and 
information resources necessary to underwrite a particular busi
ness strategy are kept robustly, confidential, correct, and avail
able. The process of providing that assurance has to fit within the 
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day-to-day business model and it should always add some value to 
the enterprise's overall ·purposes. 

One of the common complaints about the everyday actions that 
are necessary to ensure a safe environment, is that those activ
ities slow down, or otherwise adversely impact the business pro
cess. Moreover, they are additional overhead so they are seen as 
costly. Therefore, one of the most important conditions for the 
development of an effective, comprehensive cybersecurity solu
tion is that the actions involved in ensuring security cannot get in 
the way of effective and efficient business operation. That require
ment is the reason why "Economy of Mechanism" is Saltzer and 
Schroeder's (1974) Principle Number One. 

Thus the aim of a formal cybersecurity process should always 
be to maintain an optimum and secure relationship between each 
of the company's business processes and their respective compu
teriZed resources. In that respect, the cybersecurity process needs 
to create and maintain an optimum set of technical and procedural 
controls to ensure the protection of all distinct systems and infor
mation utilized by each business process. 

In practice, cybersecurity develops the specific policies, organi
zational structures, practices, and procedures needed to achieve 
effective assurance. Operationally, that involves the definition of 
explicit procedural and technical controls for any given require
ment. These controls should ensure the effective management, 
and operation of all cybersecurity functions. The comprehensive 
organizational control structure, which is the operational incarna
tion of this process, must always be appropriate to the security 
requirements of the entity being controlled. It must also be con
sistently executed. 

Thus, the control structure itself embodies a carefully designed 
and explicitly maintained set of electronic and managerial control 
behaviors, the outcomes of which can be observed and documen
ted. -~e controls themselves are rarely standalone. They are nor
mally integrated along with a range of other types of control to 
produce a verifiable state of sustainable assurance. 

One of the advantages of the NICE approach is that it does NOT 
define security as a monolithic field. or a single profession. 
Instead it provides the complete assortment of require task and 
KSA competencies for a range of 32 professional roles and func
tions. That set can then be tailored and adapted to any relevant 
situation. Thus the buyers this book will have a comprehensive 
description of how to do it right. 

In industry, the people who would benefit from this knowledge 
range from managers, through all types of technical workers and 
specialists. As such, depending on the tailoring it would be possi
ble to make the case that in order to be considered to be perform
ing a function properly that activity should embody some, or all, 
aspects of the NICE KSAs. The NICE Framework applies to any
body who wishes to demonstrate authoritative and standard 
cybersecurity knowledge and competencies appropriate to their 
personal, career, or professional area of interest. That would 
app]y from individual tasks all the way up to the strategic plan
ning initiatives that will be required as the profession evolves. 

In terms of practical human resources development, the ability 
to demonstrate standard knowledge, skill, and ability 
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requirements can be used to validate adequate mastery of the 
necessary skills for a given workforce role. As a result, the com
petencies defined for each functional role in the framework ought 
to eventually become the yardstick to judge whether an employee 
has the necessary knowledge, skills, and abilities to do the work. 

Unlike any other presently existing models the value of the 
NICE Framework and the CSF is that they are based around well
accepted standard recommendations rather than presumed exper
tise. Some of the recommendations presented in these models are 
brand new; however, the core of both frameworks has been estab
lished and vetted over an almost four-year period, and its correct
ness has never been questioned. 

Therefore the recommendations of these models is not a matter 
of opinion, or even recent fad. They represent the current best 
knowledge about the practices that need to be undertaken to 
assure an authoritative execution of cybersecurity work. In that 
respect this body of knowledge represents a national level stan
dardized definition of the profession that can be tied directly to 
career paths. That is the key message in the NICE Framework. 
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